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ABSTRACT

Address assignment is a main challenge in ad hoc networks due to the lack of groundwor
determining addressing protocols require a distributed and automatic mechanism to avoid a
collisions in a aggressive network with paling channels, usuditigaas, and adding/deleting node:
We propose and evaluate a lightweight protocol that configures mobile ad hoc nodes based on ¢
address database stored in filters that decreases the control load and makes the proposal p
packet losses andetwork partitions. We evaluate the achievement of our protocol, considering a
nodes, partition merging events, and network declaration. Simulation results show that our pi
resolves all the address collisions and also decreases the contrat tndaéin compared to previousl
proposed protocols.

Index Termsd FB, Ad hoc networks, computer based network management

l. INTRODUCTION

Ad hoc networks do not ra@e any previous groundwoidnd rely on dynanaimultihop topologies for
passagdorwarding. ®nsing, Internet access to deprived communities, and disaster recarericgjled as the
distributed applications. To makes these several applications it requires centralized admini&tmagsential
issue of ad hoc networks is the frequent network partitieresjuentpartitions, caused by node mobility, fading
channels [1]and joiningnodesand leavinghodes inthe network, cainterruptthe distributedNetwork control.
Because of the lack of sergan the network [2]Network initialization is the key challenge in Ad hoc Network.

As other wireless networks, ad hoc nodes also need a unique network address to enable multihop
routing and full connectivity. Address assignméntkey challenging inad hoc networks dueto the seH
organized nature of theséuatiors. Centralized mechanisms, such as the Dynamic Host Configuration Protocol
(DHCP) or the Network Address Translation (NAT), conflict with the distributed nature of ad hoc networks and
do notaddress networlletachmenandintegration In this paper, we propose and analyze an efficient approach
called Filterbased Addressing Protocol (FAP) [3]. The proposed protocol maintains a distributed database
stored in filters containing the currently@hted addresses incampressed manneiWe considerSequence
filter contains both Sequence filter and proposed filter, to design @rdétBcol that assures both the univocal
address configuration of the nodes joining the network and the detection of aclhésd after merging
detachmentln filter-based approach simplifies the univocal address allocation andetbetion of address
conflict because every node can easily check whether an address is already assigned or not. We also propose to
use the hasHfilter as a partition identifier,to provide an important feature faan easy detection of network
detachmentHence, we introdwecthe filters to store the allocated addresses witlsaatainingin high storage
transparencyThe filters are distributed maintaindég exchangig the hash of the filters betweerighbors.

This allows nodes to detect with a small conti@nsparencyndghborsusing different filters, which could
affectaddress anflict. Because of these reasaur proposed methaas a robust addressing scheme because it
guarantees that all nodes share the same allocated list.

We compare FAP performance with the madldress autoonfigurationproposals for ad hoc networks
[4]1[6]. Analysisand simulation experiments show that FAP achieves low communitetigparencand low
latency, resolving all addres®ordlict even in network partition merging events. These Itgesare mainly
associatedo the use of filters because they redtiee number of tries to allocate an address torabination
node, awvell as they reduce the number of false positives in the pariitiegration ofevents, when compiag
to other propsals, whichdiminishmessagéransparency
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. RELATED WORK
The lack of servers hinders the use of centralized addressiggnes in ad hoc networks. In simple

disseminate@ddressingchemes, however, it is harddlounduplicatedaddressesincea random choice of an
address by each node wouksult in a higrconflict probability, asestablishedby thebirthday paradox [7]. The
IETF Zero conf working group proposes hardwarébased addressing scheme [8], which assamdPv6
network address ta node based on tmeachineMAC addresshowever if the number of bits in the address
suffix is smaller than number of bits in the MAC addresgsich isforeverfactualfor IPv4 addresses, thiey
must beadjused by hashing th®IAC address to fit in t address suffixdashing the MAC addresthough is
similar to a randonaddresgpreferenceand does not guarantee a collisfope addresallocation.

Address autaonfiguration proposals that do not store the list of allocated addresses are typically based
on a distributed protocol called Duplicate Address Detection (DAD) [4]. In this protocol, every joining node
randomly chooses an address and floods the netwthkawiAddress Request message (AREQ) for a number of
times to guarantee that all nodes receive the akkocated IPaddress. If tharbitrarily selectedaddress is
already allocated to another node, this node advertisesyilieato the joining node seriillg an Address Reply
message (AREP). When the joining node receives an AREmjtitarily selects anothexddress and repeats the
overflowing process. Otherwise, it allocates #etectechddress. This proposaleverthelessdoes not take into
account etworkdivisions and is not suitable for ad hoc networks.

A few extensions to the Duplicate Address Detection (DAD) protocol use Hello messages and partition
identifiers to handle network partitions [5], [9]. These identifiers are random numbers thidy ielech network
partition. A collection of nodesmaodifies its partition identifier whenever it identifies a partition or when
partitions merge. Fan anBubramaniarpropose a protocol based on DAD to solve address collisions in the
presence of networlntegration ofevents. This protocdhinks that two partitions are merging when a node
receives a Hello message with a partition identifier different from its own identifier or when the neighbor set of
any node changes [5].

Other proposals use routifigformation to work around the addressing problem. Weak DAD [10], for
instance, routes packets correctly even if there is an addneflistc In this protocol, every node igcognized
by its address and a keAD is executed on thsinglehop region ard collisionswith the other nodes are
identified by information from thesteeringprotocol. If severalnodesselectthe same address ariety,
neverthelessthe address conflicis not detectedLikewise Weak DAD depends on modifying the routing
protocols.

Other more complex protocols were proposed to improvepéréormance of network merging
detection and address reallocat[6h [11]. In these protocols, nodes store additional datectures to run the
addressing protocol. MANETonf [6] isa statefulprotocol based on the concepts of mutual exclusiotie
Ricarfi Agrawalaexclusion algorithmlIn that theprotocol, nodes storvo field of address lists: the Allocated
list and theassignd Pendindist. A combinationnode asks for an address to a heiy, whichbe converted
into a leader in the address allocation procedure. The |eadatesan available addresaccumulate it on the
Allocated Pendindist, and floods the network. If all MANETonf nodes accept thalocation request and
positively answer to the leadefollowed by the leaderreport tothe allocated address to the joining node,
progressthe distributed address to thassignd list, and floods the networkgain toauthenticatehe address
allocation. After acceptthis message, each node moves the address frondighributedl Pending list to
Allocated list. MANET conf handles addresallocation;however network divisiondetection depends on
interruptedflooding. Hencethis protocolacquires in a high control ovedad.

Another stateful protocol is the Dynamic Address assignnentocol (DAP) in mobile ad hoc
networks [11], which is basedn presenteehddress sets, Helloommunication and partition identifiersin
DAP; a node subdivides its available address #ft @joining node whenever it is argued for an address by the
fusion node.As nodehasa vacantaddress set, risesfor an address set reallocation. This reallocation and the
recognitionto give address is not being usady longercan foundationa high control load in the network,
Basedon how the addresses aneculatedbetweennodes. DAFNnvolves the use of DAD inntegrationevents
not only for thedistributedaddressedioweveravailable address list stored imeey node,improvesthe contrb
load.

Prophet [12] allocates addresses based on a psandom functiorthroughhigh entropy. Theriginal
node in the networkidentified as prophet,selects seefor arbitrary sequence and assigns addresses to any
joining node that contacts it. Tmembination of nodes starts édlocateaddresses to other nodes from different
points of thearbitrary sequencebuilding an address assignment tree. Prophet doesveotiow the network
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and,the arbitraryconsequence, generates a low control load.prbtcol, however, requires an address range
much larger than the previous protocols to supi@tsame number of nodes in tireup ofnetwork.Likewise
it is based orthe featureof the pseud@andom generator tevadeduplicatedaddresseddence it needsDAD
mechanism, taletect duplicated addresses, whétthance the protocointricacyand eliminates the advantage
of a low control messageansparency

Our proposal aims to reduce the control load and to imppawétion merging detections without
requiring high storageapability Theseintentiors are achieved through small filters aardaccurateispersed
mechanism to update the states in nolfeseover, we propose the use of the filter signature (i.@ash of the
filter) as a partition identifiem preference t@andom numbersThe filter signaturesignifies the set of all the
nodeswithin the partition.Consequently, if the set of allocataddresses changdbke filter signature alswill
change.Es®ntially, when using randomumbers to identify the partitiom preference tdhash of thepass
through a filter the identifier does not change with the setasfsignedaddressesHence filter signatures
increass thecapabilityto detectand merge pattons.

. FAP

The proposed protocol aims to dynamically azgofigurenetwork addresseteterminecollisions with
a low control loadyet in joining or merging events. To achietleeseobjectives,FAP uses a distributed
compact filter tosignify the currentset ofdistributedaddresses. This filter is present at every nodebridge
frequent node joining events and reduce the cotrinbparencgssentiato solve address collisiomstrinsicin
randomobligatiors. Furthermore we propose the filter signa® which isthe hash of the address filter, as a
partition identifier. Theaddresdilter signature is arsignificantfeature for easilydentifying networkmerging
events, in which addresmllision may occur.FAP useswo different filters, depending othe scenario: the
Bloom filter, which issupporton hash functions, anthe Sequencélter, which reducs data based on the
address sequence.

A. Bloom Filters

The Bloom filter is a compact data structure used on districappdications [13], [14]. Th&loom
filter is composed ofin -bit vector that representsset A= {a; &, & « ¢ .an } collection of elements. This
elements are inserted into the filtevhich isthrough a set of independent hash functitns,h,, h; é é hy,
whose outputs angniformly distributed over the m bits

Pp = (1-po)* 1)

B. Sequence Filters

The other filter structure that we propose is called Sequence filter, and it storesnamikss the
addresses based on the sequence of addresses. This fiftatusedby the concatenation of the first address of
the address sequence, which we pailnary element , with anbit vector, where is the address range size. In
this filter, each address suffix is represented by onénbiicate to give the distancediween the initial element
suffix and the current element suffix .If a bit is in 1, then the address with the given suffix is considered as
inserted into the filterif not, the bit in 0 indicates that the address doegntb the filter.Consequentlythere
are neither false positives nor false negatives in the Sequence siitee each available address is
deterministically represented by rilevantbit.

C. Procedures of FAP

1) Network Initialization: The network initialization proceduideals withthe autoconfiguration of theprimary
set ofnodes. Two differentircumstancesan happen at the initializatiotiie joining nodesippearmne after the
other with a longsufficientintervalamongthem calledgradual initialization, or all theodesappeaat the same
time, called abrupt initialization. Mogirotocols assume the gradual scenario with a large time intetaéen
the arrival of the first and the second joining nodes. If all nodes joinetverk approximately at thexquivalent
time, eachpartition will choosea different partition identifier. This triggers many partitimerging procedures
concurrently which creates a high contrébad andt causdanconsistencyn the addressassignmenprocedure,
generating addressmicts. Wedisputethat addresallocation protocols must operdéekingany restriction to
the way he nodes join the network. Our PBoposalfits well for both gradual andhpidinitialization scenarios,
called Hello and AREQ messages, shown in Fig. 3(a) andT{i® Hello message is used by a node to advertise
its currentassociation statussdivision of identifier. The AREQ messagdg used tdoroadcasthatthe existing
address is nowllocated. Each AREQ has amiquenumber, which is usetb differentiate AEEQ messages
producel by different nodedyut with thesimilaraddress.
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In FAP, a node trying to join the network listens to thediumfor a period . If the node does not
receive a Hello messagethin this periodT,, then it starts the network, actiag the initiatonode. An initiator
node may start the netwodnly, or with otheroriginatornodes.or elsg if the node receives ldello message,
then the networlpreviouslysurvives and the nodacts as a joining nodéAn initiator node randomly selectn
address, assuming the address range defined by the bits of the network prefix, camsenngity address filter,
andinitiates the network initializatiophase. In this phase, the node floods the netiMariimeswith AREQ
messages timprove the possibility that all originator nodes receive the AREQ message. If there are other
initiator nodes, they also send their ARERtimes,promotingtheir randomly selectedddresses. After waiting
a periodTy without listening toAREQs fromother orginator rodes, suppose they exist,the nodedisappear
the initialization phase anititroduceon the addres8lter all the availableaddressesacceptd with AREQs.
After the nodebeginto send Hello messagdwoughthe address filter signaturehich is a hash of thiiiter.
This signature recognizbe networkand is used to detect partitiorifsthey occur. If thenitiator node receives
any AREQ with thesimilar address that las selectedhoweverwith a different identifier number, which raes
that there is an address @@t, the node waits for a peridd and therselects another existiragldress angass
anotherAREQ. During the period T¢c the node receives more ARE@#h other already allocated addresses.
Therefore, aftellc, thenode knows a more complete listdistributed address, whidteduces the probability of
selecting use@ddressTherefore the periods TC reducthe probability ofaddress conflictand, accordingly
decreae thenetwork control load.

After the initializaion of FAP, all initiator nodes haweleteda unique address due to thsbitrary
address choicand thesubstantiationusing AREQ messages with identifier numbevkreover, each node
knows all presentlyallocatedaddresses with a highossibility due to theNg times floodingthe network.
Therefore each nodecreate an addres§lter includingall theassigneagddresses.

2) Node Ingress and Network Merging Everidter the FAP initialization, every node begin totransmit
periodic Hello messagéscludingits address filter signatur@headthefunction of a Hello, neighborsstimate
whether the signature in the messagthe same as its own signaturesemsamerging eventsOnly the nodes
that have alreadgnerged network arecapableto sendHello messages, receive a request of a node to join the
network,andsensamerging events.

The node ingress procedureillastrated in Fig. 4(a). Whera node turns on, it listens to the medium
for a periodT, . If the nodeeavesdrop to a Hello, there iat leastsinglenode with an addredster, and the
network alreadye presentConsequentlyhe node knowshat it is acombinationnode instead of aariginator
node. Thanergingnode then asks for the source of the frsboged Hello message(the hastde) to send the
address filter of the network using &udress Filter (AF) message, shown in Fig. 3(c).When the rimt
retrievesthe AF, it checks bit , whiclkpecifies whetherthe message ismdividually used for a nodmerging
procedure or a parin-joining procedure. If I=1the message came frommeergingnode. Then, the host node
repliesthe request with anothéf with bit set to 1, indicatthat the AF is an answép aexistingfilter request.
When the joining node tigeves theAF responsemessage, it stores the address filketecs aarbitraryexisting
address, and floods the network with an AREQ@deign the new address. When the other nodésere the
AREQ, theyincludethe new address in their filters antbdernizetheir filter signatures with the hash of the
revisel filter.

Joiningevents are alswlentified dependon Hello and AFmessages, abustrated in Fig. 4(b). Nodes
in dissimilar partitionsselecttheir address dependsnly on thegroup of addressesf their network partition.
Consequentlynodes in disimilar partitions can sele¢he similar address, which magrigin addressconflicts
after the partitiongined In FAP protocol when a nodeetrievesa Hello, itverifies whether the filter signature
on the message issdimilar than itspresentsignature Hence the node knows that they have different sets of
allocated addresses.

V. SIMULATION RESULTS
We implemented FAP in the Network Simulatb(NS-2) and evaluated it coitering the Shadowing
model for radio propagation and the {8SEEE 802.11 model for the MAC. Thesgplices account fomaking
a circumstanceselatedto a realneighborhoochetwork, usingconstraing of profitable equipmentsHence the
constraints areused for our simulations are: an averageadcastingange of 18.5 m, highestcarrier logic
range of 108 m, and a density of 0.0121 nodes/m [16]. We measured the control traffic, the delays
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TABLE | : PARAMETERS OF FAP (F), DAEPD (PD), DAD (D), AND MCONF (M)

Variable | Description Value | Protocol
T Max. time listening to the medium 10s | EPD
Tp Partition merging min. interval 30s | EPD
Ty AREQ/AREP waiting time 12s |EPD,D
Tr Message replication interval 03s | EPD,D
Ty Hello Timer 10s | EPD,M
Te Waiting ime before changing address | 0.3s | F

Tg (Generated-filter-signature storage time | 0.5s | F

Ty Received-filter-signature storage time | 3.0s | F

Ty Min. interval between filier renews | 50 | F

Tp Max. time waiting for a filter 05s | F

Tya | Address Allocation Timer 07s | M

Tyr | Request Reply Timer 03s | M

Tyn | Neighbor Reply Timer 035s | M
Tyap | Allocation Pending Timer 10s | M

Typ | Partition Timer Ws | M

Np Transmissions of a flooding message | 2 | EPD,D
Np Neighbor Reply Threshold J |EM
Nyr | Request Reply Retry 2 (M

Nyr | Initiator Request Retry 2 (M

Nyp | Pattition Identifier Threshold I M

and the number of address collisions in FAP, considering a confidence level of 95%camskquenceiVe
alsorealizal in Network Simulators-2 the addressing protocqtsojectedby Perkinset al. [4], called DAD, by
Fan and Subramarfb], which we call DADPD, and by Nesargi and Prakash [6], called MANEhf and
indicated in theoutcome by Mconf.3while DAD does not work innetwork partition-level locatiors, we
estimate this protocolsinceit is a simple proposal with lowansparecy. Our mainintentionis to show that
our proposal alsaear bya lowtransparencyand works in anyglevelopmentComparing FAP to DAEPD, we
observe the performanamllision of the use of the hash of the address fil@ssa substitut®f mediatel
partition identifiers tasensepartition merging events. In the original DAED, but, the new partition identifier
after a partitionjoining is given by the sunof network partition identifiers,which causesolatility in the
protocol. Hence we increasd the protocol performance by selectirtige huge partition identifier in network
joining eventsin preference t@um them, whictdecreasehe number ohegativepartition joining detections.
Additionally, when compared FAP t&JANET conf because botlproposals use an allocated address Tise
protocol constraints arshown in Table These parametergere selectecbased on experiments itmprove all
the fourprotocolsroutineand also orproposas from theauthors of the other proposalEherefore we have
chosenthese valuesdgng ondecreasing the delays and the transparerile at restevadinginstabilities in
the simulated scenari®articularly includesthe time listening to thenediumbeforethe nodechooseif it is
alone or notConsequety, thisphasanustbe, at least, equal to the Hello Timer .

The minimal interval beteen partition merging events,

avoids high overheads in FAP in environments prone to high forwaddifays and/or many packtilures.
This value is evermore significant for the DAD-PD protocol, in which partitiojoining mechanisms are
frequently calledWe estimatethis constraintchoice throwsimulations.Likewise both theconstraints which
identifies theintermissionamong retransmissions fiboding messages, and , whidecreases the address
conflicts during the initialization phasepntacs on FAP performance arde alscappraisd in the following
simulations.The constraintsis usedthrough FAP initialization toidentify when a node isillowed to use its
selectedaddressTherefore thisinterval identifiesthe period that a node should wait for m&REQs before
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terminating the initialization phase,andoes nothamperin the protocol stabilizatioiterruption Thevalues
and avoid wong detections of partitiojpining eventsthrough thenew node and partitionoining events. The
useof high valuegrovisionallyincreases the storagansparencyTheminimumintervalamondfilter restors,
collisions FAPtransparencynly if the network is full. This interval defines the frequeneywhich the filter is
checked to discover if any node Haff thenetwork to provide addresses for mergiragles. A smalimplies on

a frequensubstantiationwhichimprovesthe transparencywhile ahigh involvesin low transparengybut long
wait for new nodes tanergean almostcompletenetwork. The value controkhe time a mergingiode waits
until thechosemeighbor sendthe presentaddress filter. This timer onjyresens flexibility to fault nodes or to
neighbors that leave the transmissiamge of the joining node, and then it usually does not influence
protocol performance. The number of transmissafres flooding message, , also impacts FAP performance and
is evaluated through simulahs. Finally, the last FAP parameterhas a resilience function similar to and
presents amall impact over FAP performance.

Both FAP and DADBPD use equatized Hello messages because assume that both partition
identifier and filter signaturare conposed of 4 B. We assume an address range of 150 addredsesetwork
with a maximum of 100 nodes to guarantest the address range is not a constraint that can cause instabilities
for any practice. Basean these parameters, weaveusal Sequencd-ilter of 23 B. We first evaluatethe
collision of one nodemergingthe network.ThereforeWe have consideed a rectangular space with nodes
dispersedn grid.

We evaluatehe control load after the last nodeerge the networkand thenvolve delay toaajuirean
address, aevealedn Fig. 6. In theconsequence wemonitor that our proposal, FARurrentan transparency
larger than DADsinceour protocoluses Hello messages motice partitions. DABDPD currens thegreatest
controltransparencyor more than 36 nodesnceunnecessarpartition joining practices arebe ginnedcaused
by mistakedn partitionjoining event detection after a nodeergethenetwork.in fact DAD-PD has a partition
detection mechanisithat isdependon partition idetifiers. When a new nodmergethe network, thepartition
identifier must balteredto signify the new set afissignedddresses. Thrmodernizeof this value yet, canroot
negativepartition joining detectionsvhich improvethe control loadransparencyror otherthan
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