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Abstract: In this paper, a robust watermarking method based on modifying the DC component of the
DCT coefficient is presented. A random generated key sequence is embedded into the DC coefficients
of 8x8 blocks with a scaling factor. Effect of the scaling factor under several attacks is evaluated.
Experiments show that the method is robust without losing the transparency.
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I. INTRODUCTION

The acquisition and processing of digital information has become widespread in the recent years as a
result of the increase in the use of internet both in terms of the number of users and the link speed.
Consequently, the need has emerged for the protection of digital pictures against copying. One of the main
methods which have been proposed for the protection of copyright is the watermarking of digital images [1].

Digital watermarking is defined as the hiding of digital data inside another digital data as a seal. Digital
watermarking methods may be used for many different purposes including the protection of copyrights, data
confirmation and data hiding [2]. Two different kinds of watermarking operations are implemented on digital
information namely visible and invisible. In visible watermarking, the watermark is placed on an area of digital
image in a way to be detected visually. In invisible watermarking, the watermark is hidden and can only be
extracted by the person who embeds it with a definite algorithm[3].

Watermarking techniques are categorized into two as spatial and transform domain techniques
according to the domain in which the watermark will be embedded. Spatial domain techniques embed the
watermark by updating the pixel values of the source image [4-5]. Transform domain techniques embed the
watermark in the source image by means of updating the coefficients of thetransformation information within
the image to resist various image processing attacks and to be recognizable when it is recovered.

In [10], it has been proposed that the watermark becomes resistant when it is embedded in DC
components in comparison to being embedded in AC components. Two pre- defined o scaling techniques have
been used and evaluated accordingly to the block texture content.

In this study, the method recommended by Huang et. al.

[10] is examined in detail. The effect of the scaling factor is expressed numerically and the robustness
and transparency is analyzed by evaluating the DCT based watermarking technique, which modifies DC
components, on different scaling factors and images.

I1. DCT BASED WATERMARKING USING DC COMPONENT
DCT is a sinusoidal transform and similar tothe Fourier transform however it only uses cosine terms and for that
reason does not include complex components[11].
DCT s successfully used in many coding systems since it ensures the best energy distribution in the field of
frequency [12].
A two-dimensional DCT is defined as follows [13]:

M-1N-1
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domains such as discrete Fourier transformation (DFT), singular value decomposition (SVD),
discretewavelet
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wherelistheinputimage, MandNaretheimageheightand width, respectively, follows:

p(u) and p(v) are calculated as
follows:

[i; else (2)

In DCT, F(0,0) is defined as DC (low frequency) component and contains a dominant value in comparison to
othercoefficients.OthercomponentsaredefinedasAC(high frequency) components. The classification of the
components in a 8x8 block is indicated in the Figure 1.
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Fig. 1. DCT coefficients.

The flowchart of DTC based robust watermarking method is shown Figure 2.
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Fig. 2. DCT based watermarking: embedding and extraction.
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A. Watermark Embedding

1. The original image I, is decomposed into blocks B of 8x8.

2. DCT is applied to all blocksindividually.

3. The watermark w is created at random with a standard
normal distribution as p=0 ando=1

w=ix.0=i=k} (3)

In equation (3). & is the number of blocks. The process of
watermarking is realized onlv by updating the DC coefficients
of each block. The embedding equation is as follows:

— . [Fu,v).(1+oxy,) ifu=v=0]

k . f

- (u,.v) otherwise
F ‘@

In equation (4), «is the scaling factor.

4. Inverse discreet cosine transform (IDCT) has been

applied on the blocks and the watermarked image W7
has beenobtained.

B. WatermarkExtraction
I.  ThewatermarkedimageW/andtheoriginalimage/
have been decomposed into blocks of 8x8.
2. DCTis applied to all blocksindividually.

3. The differences of DC components in each block of
the original image and watermarked image are
calculated as the watermarkw.

W= F(0, 0) - F,(0. 0)

3
W= U W, {x",0<i<n}
i

I11. EXPERIMENTALRESULTS
In robust watermarking it’s aimed that to keep the level of degradation of the watermarked image as
low as possible in comparison to the original picture (transparency) and to ensure that the watermark which has
been extracted from the watermarked image as a result of attacks to resemble the original watermark as much as

possible (robustness).

In this study, numerous experiments have been carried out using two grey level images with
dimensions of 256 x 256 as shown in Figure 3. In the first case, host images are watermarked using different o
values. It has been analyzed that to what extent the watermarked images have been degraded and to what extent
the extracted images resembles to the original watermark. In another case, various attacks have been applied on
watermarked images by using different o values and the robustness and transparency wasanalyzed.

(a) Cameraman (b)Lena
Fig. 3. Original host images for watermarking experiments.

A. Effect of the oparameter

In the experiments implemented in this section, the effect of different a values between 0.005 and
0.030 has been analyzed. Host images that have been watermarked by different o values are shown in Figure 4.
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Only the results for a = 0.005, 0.015 and 0,030 are shown due to the lack of space. When the visual results are
evaluated, it has been seen that unwanted blocking effect arises in the watermarked images as the a value
increases.

In Table 1, numerical results of correlation analysis are given to show that the similarity of the original
watermark and the extracted watermark As seen from the Table 1, the degree of similarity of the extracted
watermark to the original watermark increases as the scaling factor () increases.

In Table 2, transparency of the original host image and the watermarked image has been analyzed by
means of PSNR values. Choosing a high scaling factor (o) causes degradation in the image.

0,030

Fig. 4. Images watermarked with different o values.

TABLEI. ROBUSTNESS ANALYSIS FOR CAMERAMAN ANDLENA ACCORDING TO SCALING

FACTOR ( a).

CORR Cameraman Lena

0=0.005 0.8206 0.8368
0=0,010 0.8857 0.9232
0=0,015 0.8819 0.9364
0=0,020 0.8936 0.9427
0=0,025 0.9004 0.9390
0=0,030 0.9037 0.9464

B. Effect of Attacks and the aparameter

In this section, four different attacks have been carried out, namely blurring(BL), JPEG compression(JC), salt &
pepper noise(SP) and re-scaling(RS), for the purpose of testing the resistance of the watermarking method
against attacks. Visual results and numerical analysis have beenpresented.
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TABLEII. TRANSPARENCY ANALYSIS FOR CAMERAMAN ANDLENA ACCORDING TO VARIOUS
SCALING FACTORS ( ).

PSNR Cameraman Lena
0=0.005 117.2014 117.0920
0=0,010 104.3893 104.3280
0=0,015 95.9988 96.1121
0=0,020 91.2254 90.5543
0=0,025 87.1736 86.5733
0=0,030 83.6518 82.3390

Due to limited space, the attacks that have been applied to the watermarked image only for the a = 0.015 have
been given for Cameraman and Lena, respectively, in the Figure 5 and 6.

(g) Salt &PepperNoise (d)Re-scaling
Fig. 5. Attacks on the watermarked images while o = 0,015 for Cameraman image.

In Table 3, the similarity of the watermarks, which have been extracted after various attacks, to the original
watermark has been obtained by correlation values. For both of the test images, correlation values have been
obtained as higher than

0.25 even at the lowest value of a = 0.005 and it was determined that the watermark is present in the image. On
the other hand, the correlation values were over 0.8 and the existence of the watermark was undisputable at the
value 0.030.
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(a) Blurring

(c) Salt &PepperNoise (d)Re-scaling
Fig. 6. Attacks on the watermarked images while a = 0,015 for Lena image.

TABLEIIl. ROBUSTNESS ANALYSIS AGAINST VARIOUS ATTACKSFOR
CAMERAMAN AND LENA ACCORDING TO THE SCALING FACTOR
CORR Attacks

Cameraman | BL JC SP RS
0=0.005 | 0.2857 | 0.6545 | 0.2735 | 0.7949
0=0,010 | 0.5479 | 0.8045 | 0.5474 | 0.8809
0=0,015 | 0.6423 | 0.8475 | 0.6757 | 0.8779
0=0,020 | 0.7217 | 0.8733 | 0.7190 | 0.8914
0=0,025 0.7739 | 0.8864 | 0.7646 | 0.8978
0=0,030 | 0.8127 | 0.8906 | 0.8231 | 0.9031

Lena BL JC SP RS
0=0.005 |0.3443 | 0.6549 | 0.3164 | 0.8337
0=0,010 | 0.5963 | 0.8405 | 0.5487 | 0.9231
0=0,015 |0.7213 | 0.9038 | 0.7276 | 0.9358
0=0,020 |0.8118 | 0.9174 | 0.8062 | 0.9424
0=0,025 |0.8338 | 0.9257 | 0.8264 | 0.9385
0=0,030 |0.8773 | 0.9390 | 0.8657 | 0.9466

IV. CONCLUSION
In this study, effect of scaling parameter (o) on watermark extraction and degradation of image in
robust watermarking of images has been examined by means of the modification of DC components in DCT.
The effect of the watermarking method and o parameter has been analyzed by applying 4 different attacks. The
results obtained have indicated that an appropriate o value must be chosen in order to ensure that the extracted
watermark has a high degree of robustness and transparency.
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