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I. INTRODUCTION 

To develop sensor nodes in advance tech-ology are more compact and inexpensive. Network must be able to 

autonomously in the nodes may be subjected to various physical attacks detect, tolerate, and/or to avoid these 

attacks. It is easy for an adversary to capture legitimate nodes, make clones by copying the cryptographic 

information, When commodity hardware and operating systems are used, and deploying these clones back into the 

network. Individual sensor node contains a light weight processor, less memory, cheap hardware components.RSA 

makes a energy consumption and computational latency in appropriate for sensor network applications.[1],[2],[3] 

We propose a method for verifying the authenticity of sender sensor nodes in wireless sensor network with the help 

of zero knowledge protocol for identifying the compromised/cloned nodes. The goal of this paper is to develop a 

security model for wireless sensor networks.[4],[5] 

 

II. PRELIMINARIES 
A. S-disjunctive code we introduce the basics of super imposed s-disjunctive code, social incorporate character to 

use for every sensor node. The finger prints to detect the clone attack. Let X be m X be n column weight W and row 

weight Y.  

 

Definition 1 Two binary code words y = 

(y1, y2, · · · , ym)T and z = (z1, z2, . . . ,zm)T, we say that y covers z if the boolean sum (logic OR operation)of y and 

z equals y, i.e. y ∨ z=y. 

 

Definition 2 An mXn binary matrix X defines a superimposed code of length m, size n, strength s (1<s<m), and list 

size L (1 ≤ L ≤ m −  s), if the Boolean sum of any s-subset of columns of X can cover no more than L columns of X 

which are not in the s-subset. This code is also called as (s,L,m)-code of size n. 

 

Definition 3 A binary matrix X defines an s-disjunct code if and only if the Boolean sum of any s-subset of columns 

of X does not cover any other column of X that are not in the s-subset. According to the s-disjunctive characteristic 

of super imposed-disjunctive codes, the following important property can be employed to compute fingerprints to 

detect clone attacks. 

 

Property 1 Given a superimposed s-disjunct code X, for any s -subset of columns of X, there exists at least one row 

in X that intersects all the s columns with a value 0.Generation of a good superimposed s-disjunct code has been 

extensively studied in literature ([9, 10, 11, 13]). We use a superimposed s-disjunctive code with constant weight in 

our model. 

 

ABSTRACT 
The security mechanism are not used directly in wireless sensor networks compare to wired networks, there 

is no user control and insufficient energy resources. In wireless environment, proposing the scheme of 

detection of distributed sensor cloning attacks and Zero knowledge protocols (ZKP) are used to verifying 

authenticity of the sender sensor nodes. Cloning attack is concentrate on by attaching fingerprint which is 

unique that depends on the set of neighboring nodes and itself. Every message contains a finger print which 

sensor node sends.ZKP is used to avoid man in the middle attack and reply attacks from the important 

cryptographic information in wireless networks. 
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III. PROPOSED MODEL 
There are different attacks in wireless sensor Networks, that can be detected our proposed model are as follows: 

 

Clone Attack 

In clone attack, to capture a sensor node and copy the cryptographic information to another node known as cloned 

node. Cloned node can be installed in the information to capture the network. To detect potential tampering and 

cloning. Continuous physical monitoring of nodes is not possible Thus reliable and fast schemes for detection is 

necessary to combat these attacks. 

 

Man in the Middle Attack [MIMN] 

The attacker will be able to intercept all messages exchanging between the two victims and inject new ones. The 

man-in-the-middle attack (MITM) is a form of active eavesdropping in which the attacker makes independent 

connections with the victims and relays messages between them, making them trust that they are chatting directly to 

each other over a private connection. 

 

Replay Attack 

A replay attack is a form of network attack in which a valid data transmission is maliciously or fraudulently frequent 

or delayed. This is accepted out either by the originator or by challenger who intercepts the data and retransmits it. 

This type of attack can without problems override encryption. 

 

Architecture 

Base station is used to store the information of all sensor nodes and it maintains complete topological information. 

 Base station cannot compromise like other nodes. 

 The member nodes consists of no communication 

 

IV. RELATED WORK 
Pre-deployment phase 

The neighborhood information through a super imposed s disjunct code [9],[10]and is pre loaded in each node is a 

unique fingerprint for each sensor node is computed by in corpora-ting. The communication process these 

fingerprint will remain a secret and act as the private key of the sensor node. 

 

Post-deployment Phase: 

Public key N is generated by base station will share among two nodes that will communicate at a certain time. 

Receiver node acts as a verifier and sender node acts as a prover in this communication. The base station will 

generate a secret code v = s2modN (where s is finger print of the prover and Nis the public key). The verifier until 

the receiver node is sure about the authenticity of the sender node and prover is the entire process of 

authenticated[6],[7],[8] 

V. CONCLUSIONS 

Cloning attack, MITM attack and Reply attack are addressed by new security models. We used zero knowledge It 

ensure the cryptographical information. Protocol to verifying authenticity. And it uses finger print to detect cloning 

attacks which is used to avoid MITM and reply attacks. 
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