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Abstract: Visual Cryptography Scheme (VCS) is an encryption method used to encode secret written materials. The idea is to 

convert the written material into a binary image and encode this image into n shadow image, it is also called as shares of 

images. The decoding only requires selecting some subset of these n shadow images, making transparencies of them and 

stacking them on top of each other. Main advantage of this scheme is mathematical computation complexity is reduced 

compared to conventional cryptographic techniques. 

 This paper presents design of two stage binary image security scheme using (2,2)Visual Cryptography Technique such that 

we are not able to get back the original image at the first decoding stage. As the cryptographic algorithm becomes more 

relevant, it will become inefficient. So, the basic model of Visual Cryptography is not an efficient tool to hide the information 

anymore. This method aims to improve efficiency of VCS. The performance of proposed algorithm is compared with three 

different binary images. Result shows that there is no residual information present in the shares. 
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I Introduction 
 With the invention of the Internet, more and more digital data can be accessed via the network. Internet users can transmit 

and store images with less secured channels. To secure the information one possible technique is cryptography where 

information is encrypted using key and same key is used to decrypt the information. Here computation complexity of 

decryption algorithm increases the information security[9]. Visual Cryptography is a technique which provides information 

security and uses simple decryption algorithm unlike the computationally complex algorithms used in traditional cryptography 

schemes. This technique allows Visual information such as pictures, text, etc. to be encrypted in such a way that their 

decryption can be performed by the human visual system. This technique encrypts a secret image into shares such that stacking 

a sufficient number of shares reveals the secret image [1-4]. In this paper an overview of the emerging Visual Cryptography 

scheme and design of the proposed scheme is discussed. 

An example of (2, 2) Visual Cryptography Scheme is given in figure1a to 1d. Original binary image is shown in Figure1a. 

Figure 1b & 1c are share1 and share2 generated from original image by (2, 2) Visual Cryptography Scheme discussed in 

section IV. Figure 1d reconstructed image by application of stacking process (BIT OR operation) on share1and share2. The 

reconstructed image is visually identical to the original image. 

The rest of the paper is organized as follows. The section II gives brief description about earlier work. Applications of 

Visual Cryptography Schemes are discussed in section III. Design preliminaries are discussed in section IV. Proposed scheme 

is given section V. In Section VI Results of proposed schemes are discussed. Conclusion is given in section VII.     

                     
Figure1a Original Binary Image  Figure1b Share 1    Figure 1c Share 2 

 
Figure 1d Reconstructed Image by Stacking Process 

II Previous Work. 

 Many authors published different Visual Cryptography Schemes [1-8] for different applications. Each scheme has its own 

advantages and disadvantages. Few such schemes were given in Table1.  
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      Table 1 Previous work in Visual cryptography 

 
III Application of VCS 
 There are many applications incorporated with the Visual Cryptography Scheme. Two main applications are discussed in 

this section. 

1) Electronic-Balloting System: Dilemma et al [3] proposed a secret-Ballot Receipts system that is based on (2,2) binary 

VCS. It generates an encrypted receipt to every voter which allows them to verify the election outcome even if all election 

computers and records were compromised. At the polling station, the voter will receive a double-layer receipt that prints 

his/her voting decision. The voter will be asked to give one of the layers to the poll worker who will destroy it immediately 

with a paper shredder. The remaining one layer will now become unreadable. 

2) Encrypting Financial Documents: The VCS principle can also be applied in transmitting confidential financial 

documents over Internet. Visual Cryptography is an example of this type of system being proposed by Hawkes et al [4]. 

Visual Cryptography can encode the original drawing document with a specified (k, n) VCS, then send each of the encoded 

n shares separately through Emails or FAX to the recipient. The decoding only requires bitwise OR operation on all shares 

in the specified directory, and needs no extra effort of cryptographic computation. Any malicious attacker who intercepts 

only m of n shares where m < k will not be able to gain any information about the financial document. 

IV Design preliminaries. 
A)  Visual Cryptography 

 The basic model of Visual Cryptography was introduced by Naor and Shamir [2] in 1994  accepts binary image I(x, y) as 

secret image, which is divided into ‘n’ number of shares. Each pixel of image I(x, y) is represented by ‘m’ black and white sub 

pixels in each of the ‘n’ shared images. It is impossible to get any information about the secret images from individual shares. 

The other advantage of VCS is that, unlike other cryptography techniques, the secret image recovery does not need difficult 

computations. i.e the secret information can easily be recovered with enough number of shares through stacking process 

(human vision) instead of special software or hardware devices. 

 Naor and Shamir proposed a k out of n scheme and assumed that the image or message is a collection of binary data 0 and 

1displayed as black and white pixels. According to their algorithm, the secret image is turned into n shares and the secret is 

revealed if any k of them are stacked together. So the image remains hidden if less than k shares are stacked. 

 The main parameters of Visual Cryptography includes image contrast and the number of sub pixels of recovered image. 

The contrast of a image is a relative difference between the original and retrieved image. As increased in number of sub pixels 

while creating the shares, size of the share (column) also increases. This increment in turn affects the quality of retrieved image. 

Some researchers have focused on contrast degradation and introduced methods to improve the contrast of the reconstructed 

secret image[5]. 

 2-out-of-2 Secret Image Sharing Scheme 

 The basic idea of 2-out-of-2 Visual Cryptography sharing scheme is illustrated in Table2. Every secret pixel of the original 

binary image is converted into four sub pixel of two share images and recovered by simple stacking process. This is equivalent 

to using the logical OR operation between the shares. As illustrated in Table2 four sub pixels are generated from a pixel of the 

secret image in a way that two sub pixels are white and two sub pixels are black. The black or white pixel selection is based on 

random selection. In this paper 8 stages LFSR (Linear Feed Back Shift Register) is considered to generate the random bit and 

design is discussed in subsection B. 
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 Pseudo code of share generation scheme is given below. Based on pixel bit and random sequence bit, share1 and share2 

will be generated. The size of obtained share will be twice the as many columns in the original image. 

               Table-2 (2, 2) Visual Cryptography Sharing Scheme 

                                     

B. LFSR Design 
 A Linear Feedback Shift Register(LFSR) is a sequential shift register with combinational logic that makes it to pseudo-

randomly cycle through a sequence of binary values. In this paper to generate a random bit an 8 bit LFSR is considered with a 

polynomial x
8
+x

6
+x

5
+x

4
+1 and corresponding design is given in the figure 2a. Feedback around an shift register comes from a 

selection of points (D) in the register chain and constitutes XORing these taps to provide tap(s) back into the register as shown 

in the figure2a. The 8 bit LFSR case D0,D4,D5,D6 are XORed and feeding back to MSB bit(D7) and this bit is used as a 

sequence bit in future. The 8-bit sequence will repeat every after 255 cycle(1 cycle= one shift) and all generated sequence are 

purely based on the initial 8-bit data present in the register. 

 
        Figure 2a 8 Bit Linear Feed Back Shift Register 

V Proposed Scheme 

 In the Proposed scheme we used (2, 2) Visual Cryptography Scheme. The whole design is divided into two process 

1) Encryption(Creating shares) 

2) Decryption(Human Visual System) 

Encryption process 
Encryption process is partitioned into two stages and shown in figure 3b. 

 First stage 

An original binary image of size 100X100 has been considered in our design where each pixel is either 0 or 1. 

A (2, 2) Visual Sharing technique (as discussed in section IV) is applied on original binary image. From this process 

two binary share images will be generated. 

 Second stage 

In the second stage four share images are generated from the two share images obtained from first stage using (2,2) 

VCS, this is called chain share of order 2. 

Further to enhance the security, share encryption is performed on four shares obtained from previous step using 8-bit  

different LFSR sequence (as discussed in section IV ) by XORing the share bit with LFSR bit and it is repeated for 

whole binary share image. Hence, no two share should generate partial image. 

 
Figure 3a Encryption of shares 

Decryption process 
 Decryption process is reverse process of encryption. It consists of two stages and pictorial representation of decryption 

process is given in figure3c. 
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 First Stage 

To decrypt the four shares from encrypted shares same LFSR sequence must be used which was used in earlier 

encryption process and bitwise XOR operation performed between encrypted share and LFSR bit sequence. Otherwise 

original image will not be recovered in future.  

From four decrypted share of the previous step, two partial shares were obtained by performing bitwise logical ORing 

between share 1,2 and  share 3,4. 

 Second Stage 

Bitwise logical OR operation performed on two obtained share images from previous stage to get back the retrieved 

image. The obtained image is identical to original image.  

 

 

 

 

 

 

 

 

 

 

 

 

    Figure 3b Encryption Process with two stages         Figure 3c Decryption Process with two stages 

 

VI Results 

 Matlab 7.1 Software tool is used to analyze the result. To study the performance of proposed scheme three different binary 

images of size 100X100 were used and shown in figure 5a, 5b, 5c. The stage by stage result of proposed scheme is given in 

table 3a and 3b.   

 

 

      

     Figure 5a  

 

     Figure 5a      Figure 5b              Figure 5c 

 Table 3a shows the Encryption process of the original binary image. In the table3a Figure4a shows three different original 

binary images, Figure4b and 4c are shares generated in the 1
st
 stage. The result shows no residual information of original image 

perceptually observed among the two shares. In the second stage four different shares are generated and is given in figure 4d to 

4g. In this four shares stacking process of any two shares gives residue of original information. So to provide additional 

security share encryption is performed on all the four shares as discussed in section V. Figure 4h to 4k is scrambled shares 

using 8 stage LFSR sequence. 

Table 3a Encryption process 

 
 Table 3b gives decryption process and it is reverse process of encryption. In the table3b the figure 4l to 4o is same 

scrambled share image. The same LFSR initial sequence or key need to be used to get back the four shares. The obtained shares 

are shown in the figure 4p to 4s. It is observed that no residual information is visually seen. Figure 4t and 4u are the shares 

obtained from BIT ORing the shares shown in Fig 4p and 4q and Fig 4r and 4s respectively. Reconstructed image given in 

figure 4v obtained by BIT ORing the previous shares i.e.,Fig4t and 4u. From figure4v image can be easily identified but 
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contrast is poor. In order to obtain the efficient reconstructed image Bitwise XOR is applied between the shares(Fig4t and 4u) 

and obtained image shown in figure4w.The figure4w image is identical to original image except the size.     

Table 3b Decryption Process 

`         

V Conclusion 
 Using the proposed design original image successfully  encoded into 4 share images. In This scheme two stages were used 

it’s very difficult to access the original information by unauthorized receiver. In this paper we used only order 2(two stages) 

because if we increase the order even though we can generate many number of shares, but quality of the reconstructed image 

will be poor (more number of columns) and needs more storage space for shares. 

Difficulties for image reconstruction by unauthorized receiver 

1. Order and orientation of chain share: If the order of the chain share is unknown and orientation is mismatched we will 

not get the original image 

2. LFSR sequence: We have to use same LFSR sequence for encryption as well as decryption to get back the original image 

3. Number of shares: All the four shares compulsorily necessary to identify the original binary image. 
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