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Abstract

Steganography is a technique of hiding information in digital media. In contrast to cryptography, it is not to keep others from
knowing the hidden information but it is to keep others from thinking that the information even exists.In this paper, we
propose a LSB & DCT-based steganographic method for hiding the data. Each bit of data is embedded by altering the least
significant bit of low frequency DCT coefficients of cover image blocks. There are some techniques to utilizes the idea of
SSB-4 technique in modifying the other bits (i.e, 1%, 2nd, 3rd and/or 4th), to obtain the minimum variation between the
original and the modified coefficient. The experimental results show that this algorithm has better PSNR value and high
capacity in comparison to other techniques such as LSB, modulus arithmetic, SSB4-DCT. It also maintains satisfactory
security as secret message cannot be extracted without knowing the decoding algorithm. This is achieved using a Public Private
key. It combined both feature of Steganography and cryptography.
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1. Introduction

Security of information is one of the most important factors of information technology and communication. Security of
information often lies in the secrecy of its existence and/or the secrecy of how to decode it. Cryptography techniques often use
the worst approach assuming that only one of these two conditions holds [5]. It was created as a technique for securing the
secrecy of communication. Various methods have been developed to encrypt and decrypt data in order to keep the message
secret. Unfortunately, it is not enough to keep the content of the information/message secret, it may also be necessary to keep
the existence of the information secret. The technique used to implement this, is called steganography.

Steganography is the art of hiding information in plain sight. Looking at data in transmission it is very easy to detect if its
encrypted or not. [28]. To hide information, straight message insertion may encode every bit of information in the image or
selectively embed the message in noisy areas that draw less attention those areas where there is a great deal of natural color
variation. The message may also be scattered randomly throughout the image. Redundant pattern encoding wallpapers the
cover image with the message. A number of ways exist to hide information in digital images. We have concentrated on some
techniques and methods which are divided into two types: Spatial Domain and Frequency Domain.

1.1. Spatial domain steganography

Spatial domain techniques embed messages in the intensity of the pixels directly [6][7][8]. Least Significant Bit (LSB) is
the first most widely used spatial domain steganography technique. It embeds the bits of a message in the LSB of the image
pixels [9][10]. But the problem with this technique is that if the image is compressed then the embedded data may be lost.
Thus, there is a fear for loss of data that may have sensitive information [11]. LSB has been improved by using a Pseudo
Random Number Generator (PRNG) and a secret key in order to have private access to the embedded information [12]. The
embedding process starts with deriving a seed for a PRNG from the user password and generating a random walk through the
cover image that makes the steganalysis hard. Another recent improvement based on random distribution of the message was
introduced by M. Bani Younes and A. Jantan [13]. Modulus arithmetic steganography proposed by Sayuthi Jaafar and Azizah
A Manaf has calculated last four bits of each pixel by mod-16 operation. Then these bits are replaced with data bits [8]. In this
the amount of the data that can be embedded is more but stego image has less PSNR value than LSB and SSB-4
techniques.

1.2. Frequency domain steganography

In frequency domain, images are first transformed and then the message is embedded in the image [17][18][19]. When
the data is embedded in frequency domain, the hidden data resides in more robust areas, spread across the entire image, and
provides better resistance against statistical attacks. There are many techniques used to transform image from spatial domain to
frequency domain. The most common frequency domain method usually used in image processing is the 2D discrete cosine
transform [20][21]. In this technique the image is divided into 8x8 blocks and DCT transformation on each block is
performed. DCT arranged the pixel of image according to their frequency value. The data bits are embedded in the
low frequency coefficients of DCT. SSB-4 & DCT steganography proposed by Nedal M. S. Kafri and Hani Y Suleiman uses
DCT approach with SSB-4 technique [21]. But in this stego image PSNR value is not so high. To improve it, a novel LSB &
DCT based steganographic method for is proposed in this paper, which can not only preserve good image quality, but also
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resist some typical statistical attacks.

2. Proposed steganography method
The challenge in this work was to find a way to camouflage a secret message in an image without perceptible degrading the
image quality and to provide better resistance against steganalysis process. Therefore, a combination of frequency domain by
means of DCT and LSB technique of spatial domain steganography has been used to hide data. Two dimensional DCT converts
the image block from spatial domain to frequency domain and then data bits are embedded by altering LSB of DCT coefficients

is shown in fig.1.
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Figure: 1. Block diagram of LSB-DCT steganography

2.1. Discrete Cosine Transform
The image of size MxN is divided into 8x8 blocks and two dimensional (2-D) DCT is performed on each block. The DCT

is calculated using equation 1:

| Ll 2+l 2y+1py
Flu.vi:—C(u)C(l')zzlf(.\'.y)co{m - )“}co{m y q
4 =0 120 16 16

@
for x=0,..., 7 and y=0,..,7

2 fork=0
where C(k):-[l/\/_ ford
l 1 otherwise

In DCT block lower frequency cofficents are at upper left positions and high frequency coefficients are lower right
positions. Low frequency coefficients are of larger value than high frequency coeffcients. An example of a 8x8 block of
DCT cofficient is shown in fig. 2.
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Figure: 2. DCT coefficient Figure: 3. Quantization Matrix

2.2. Quantization
The 8 x 8 block of DCT coefficients is compressed by quantization. A useful feature in this process is the image

compression and quality is obtainable through selection of specific quantization table. The standard quantization matrix [27]
is shown in fig. 3.

Quantization is achieved by dividing each element in the DCT coefficient block by the corresponding value in the
quantization matrix, and the result is rounded to the nearest integer. As eye is not able to discern the change high frequency
components so these can be compressed to larger extent. Lower right side components of quantization matrix are of high
value so that after quantization high frequency components become zero. The quantized DCT coefficients matrix P is
computed by equation (2) and shown in fig. 4.

Puwv)=F(@u,Vv)/Q(u,v) 2
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Figure: 4.Quantized DCT Block Figure: 5. Zigzag scan order

2.3. Zigzag Scanning

Although the DCT coefficients have been decorrelated by DCT transform to some extent, DCT coefficients in the same block
are still not independent, which is called as intra-block correlation [16]. While neglecting the impact of block edge, the
general trend in magnitude of the block coefficients in each block is non-increasing along zigzag scan order. After block
DCT coefficients are arranged by zigzag scan pattern, dependencies among neighboring coefficients in both horizontal and
vertical directions can be conveniently investigated [23]. For example, the sequence pairs (5,6) and (14,15) describe the
correlations along horizontal direction, while the sequence pairs (2,3) and (10,20) describe correlations along vertical
direction. Zigzag scan converts 8x8 block into 64 elements one dimensional array.

2.4. Data embedding

Data bits are concealed by altering the LSB of elements of zigzag array.
a) If data bit is ‘0’, then make the DCT coefficient even or,
b) If the data bit is ‘1°, then make the DCT coefficient odd.

2.5. Dequantization and inverse DCT

After embedding data zigzag array is again converted into 8x8 block. These blocks are dequantized and inverse DCT is
performed. The entire 8x8 blocks are combined to form the stego image which is then sent to receiver. Complete embedding
algorithmis given as follow:

Input: An MxN size cover image and data to be concealed.

Output: Stego image.

Step 1: Divide the cover image into 8x8 blocks. Step 2: Perform 2-D DCT on each block.

Step 3: Perform quantization on each block.

Step 4: Perform zigzag scan to convert 8x8 block into one dimensional array.

Step 5: Replace the LSB of DCT coefficients with data bits. Step 6: Convert 1-D zigzag array back to 8x8 block.
Step 7: Perform Inverse DCT on each block.

Step 8: Combine all the blocks to form stego image.

2.6. Extraction of secret message
The stego-image is received in spatial domain. Now stego image is divided into 8x8 blocks and DCT is performed on each
block. Then scan the DCT block in zigzag way and extract the embedded data. Extraction algorithm is given as follows:

Input: Stego image.
Output: Secret message.
Step 1: Divide the stego image into 8x8 blocks.
Step 2: Perform 2-D DCT on each block.
Step 3: Perform quantization on each block.
Step 4: Perform zigzag scan to convert 8x8 block into one dimensional array.
Step 5: Check the DCT coefficient.
a) If DCT coefficient is even then data bit is O or,
b) If DCT coefficient is odd then data bit is 1.
Step 6: Concatenate the bits to obtain secret message and display it on screen.
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2.7. Proposed Work
Our work also deals with the security of text messages at the time of sending it over the network. In our algorithm, we
have used asymmetric key (RSA method) in cryptography which means public and private keys are needed to encrypt and
decrypt the data. Encryption and decryption provide privacy. With RSA, message is encrypted using public and private keys of
Sender and receiver. Encrypted message is hide into images using LSB & DCT.

3. Experimental Results
Since the visual detection of stego images is depending on the nature of the image [24], so, varieties of image categories are
utilized in the experiments. In order to have significant results. Images are divided into five categories: Tree, Dog, Monkey,
Flower and Mountains. The experimental image data set consists of 60 JPEG images, 12 images for each category were used
in experiments, which were taken by digital camera. We focused on short messages with length of 1500 bits because they
are the most challenging to detect [24]. In addition to proposed steganography and cryptography techniques, for comparison
purposes. In order to evaluate the quality of stego file/Images shown in fig. 6, generated by compared techniques.

PSNR Value
Modulu LSB-4™ | LSB-
e S LSB-1st | o DCT

(mage, Audio, Video)

Mountainj| 46.32| 60.10 | 952.73 55.43
Dog.jpg 4854 | 62.34 | 93.43 57.48
47.69 | 61.34 | 5185 55.78
Flower.jpg | 48.64| 63.46 | 952.57 56.51

Tree.jpg 47.33| 6359 | 5241 57.44
Figure: 6. stego files/Images Table 1. Comparative analysis of PSNR values of
different steganography techniques
In this paper the stego image qualities are represented by Peak signal to noise ratio (PSNR). The implementations of the
compared techniques (Modulus arithmetic (mod-16), 1- LSB, 4-LSB, and DCT with LSB) and the PSNR tests were carried out
using MATLAB is a numerical computing environment and fourth-generation programming language. To calculate PSNR,
first MSE is calculated using equation 3:

| Stegane file ‘

m—1n—1
MSE= L 1(i,7) — K (¢, 5)]?
Eo J;) ( . | (3)

Where MSE is the Mean Squared Error of Original image (1) and stego image (K). Thereafter PSNR value is calculated
using equation 4:

PSNR = 10.10;/1(.(%1) = 20.1091((%)

(4)

Where, MAX;| is the maximum pixel value of the image. In other words MAXj = Zb — 1, where b is the bit depth of the
original image (e.g., MAXj = 255 in the case of 8 bits depth grayscale images). PSNR computes the peak signal to noise
ratio, in decibels, between two images. This ratio is used as a quality measurement between two images. The comparative
analysis of PSNR value of different steganography technique, given in table 1, shows that LSB-DCT steganography has
better image quality of stego image than other techniques.

4. Discussion

The obtained experimental results is shown in fig 7. indicate that, the proposed method will be a good and acceptable
steganogaphy scheme. Random steganography using LSB & DCT with asymmetric keys gives us more security than
simple LSB & DCT method, where it is difficult to identify the hidden data in the stego image at specific location.
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Original Image After Insertion Using LSB-1% bit ~ After Insertion Using LSB-4™ bit ~ After Insertion Using LSB & DCT

Average (PSNR=64.59dB)  Average (PSNR =52.41dB)  Average (PSNR=57.44 DB)

Figure 7. Original tree Image,Stego Images Using 1-LSB,4-LSB and proposed scheme LSB and DCT Steganography

5

Conclusion

In this paper a mixed approach that applies the spatial domain with the frequency domain of steganography techniques and
Asymmetric key cryptography. The idea is to utilize a significant bit of the DCT coefficients of a cover image to hide
encrypted message bits. Thereafter, the information and the variation of the coefficients, affected by the embedding process,
are spread in the stego image by utilizing the inverse of the DCT process. Steganography has its place in security.
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